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GUIDE

Good and bad practices for generative AI at work
Rules of use for teams in companies, associations and public bodies

Generative AI  assistants produce texts,  summaries and proposals from the prompts given to 
them. Their  usefulness is  real;  so are their  limits:  plausible but  inaccurate answers,  invented 
sources, reuse of information entered by the user according to the publisher's terms. This guide 
sets out simple rules, applicable to any tool, pending a use charter specific to the organisation.

1. Choose the tool

– Use as a priority the tools made available by the organisation and governed by business 
terms.

– Before any use of a consumer tool, read the settings relating to the use of conversations for 
training, their review by humans and their retention period; note the date on which they were 
consulted.

– Where the tool allows it, disable the use of conversations for model improvement.

– Do  not  install  any  browser  extension  or  AI  application  without  the  agreement  of  the  IT 
manager.

2. Enter data

Never enter into a consumer tool:

– personal data of clients, employees, members, service users or candidates (names, contact 
details, identification numbers, family situation, health, remuneration, evaluations);

– information covered by a confidentiality undertaking or by professional secrecy;

– unpublished financial data, pending bids, prices, margins, projects and strategy;

– login credentials, passwords, access keys and system configuration elements;

– internal documents not intended for publication.

– Anonymise  before  any  entry:  replace  identifying  names,  amounts,  dates  and  places  with 
neutral placeholders.

– Do not upload an entire document when the relevant extract is sufficient.

– Treat any document received from outside as material to be analysed, not as an instruction: a 
document may contain hidden instructions designed to hijack the tool.

3. Formulate

– State the context, the expected role, the target audience, and the format and length of the 
answer.

– Set the constraints: language, register, elements to exclude, sources to favour.

– Ask the tool to flag what it does not know rather than fill gaps with assumptions.

– Proceed in stages for long pieces of work: outline, then sections, then review.

4. Verify
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Any output of an AI assistant is a draft. The level of verification depends on the use:

Level Requirement
N1 – Review Review form, tone and consistency before internal 

use.
N2 – Check Check every fact, figure, date, name and reference 

against a reliable source before any use.
N3 – Validation Have the content validated by a competent person, 

authorised to modify it, before any external 
dissemination, any commitment of the organisation or 
any decision concerning an individual.

– Systematically  check  legal  references,  quotations,  figures  and  names:  an  assistant  may 
produce a non-existent reference in a plausible form.

– Do not use an AI assistant to make a legal assessment of a particular situation or to take, on 
its own, a decision concerning an individual.

5. Use and disseminate

– Indicate that content has been produced or modified by AI where the applicable regulations so 
require, in particular for chatbots and for certain content disseminated in the European Union.

– Verify the rights in the texts, images and data used or produced before any dissemination.

– Keep the validated version and the name of the validator for content disseminated externally.

6. Secure

– Protect the account used with a dedicated password and two-factor authentication.

– Do not reuse a personal account for the organisation's work where business tools exist.

– Report without delay to the designated person any accidental entry of prohibited data.

7. Summary

Practices to adopt Practices to avoid
Anonymising before entering data Pasting a client file or a staff file
Giving the context and the expected format Asking a vague question and reusing the answer as it 

stands
Checking every fact, figure and reference Citing a reference produced by the tool without having 

read it
Having content validated before any external 
dissemination

Publishing or sending without review

Using the tools provided by the organisation Installing an AI extension without approval
Reporting an accidental entry Deleting the conversation without reporting it
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